Affirmative Defense
Response System>M

Why should all businesses, corporations, schools,

financial institutions and hospitals be concerned about
Identity Theft, FACTA, HIPAA, and GLB?

Answer: Liability, both civil and criminal.



Five Common Types of
Identity Thett

&

Drivers Social Medical Character/ Financial
License Security Criminal

Identity Theft is not just about Credit Cards!

ID Theft is an international crime and access to an attorney may be critical
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Take Charge: F igﬂ h”tﬁig Back
Against Identity Theft

Order the Federal Trade Commission’s free report!

Phone: &77.IDTHEFT
Web: http://www.consumer.gov/idtheft

When you read this, it will become crystal clear why it is
good for the company and the employee to have an ID
Theft service that offers legal access, monitoring, and
restoration versus resolution or reimbursement.



The Cost to Businesses

= Employees can take up to 600 hours, mainly during
business hours, to restore their identities

= “If you experience a security breach, 20 percent of
your affected customer base will no longer do business
with you, 40 percent will consider ending the
relationship, and 5 percent will be hiring lawyers!”*

= “When 1t comes to cleaning up this mess, companies

on average spend 1,600 work hours per incident at a
cost of $40,000 to $92,000 per victim.”*

*CIO Magazine, The Coming Pandemic,
Michael Freidenberg, May 15t 2006



Important I.egislation
= FACTA

= HIPAA Security Rule
* Gramm, Leach, Bliley Safeguard Rule

* Individual State Laws (i.e. Texas
Whistle Blower Statute)

Be Sure To Check With Your Attorney On How This Law May Specifically Apply To You



Fair and Accurate Credit
Transactions Act (FACTA)

Applies To Every Business And Individual Who
Maintains, Or Otherwise Possesses, Consumer
Information For A Business Purpose.

Employee or Customer information lost under the wrong
set of circumstances may cost your company:

» Federal and State Fines of $2500 per occurrence
= Civil Liability of $1000 per occurrence
= Class action Lawsuits with no statutory limitation

= Responsible for actual losses of Individual
($92,893 Avg.)

Be Sure To Check With Your Attorney On How This Law May Specifically Apply To You



HIPAA Security Rule

April 21, 2005 - Scope broadened on April 21, 2006

Applies To Any Organization Or Individuals Who
Retain Or Collect Health Information.

Medical information lost under the wrong set of
circumstances may result in:

= Fines up to $250,000 per occurrence
= Up to 10 Years Jail Time for Executives

Be Sure To Check With Your Attorney On How This Law May Specifically Apply To You



Gramm, I.each. Bliley
Safeguard Rule

Eight Federal Agencies and any State can enforce this law

Applies To Any Organization That Maintains Personal
Financial Information Regarding It’s Clients Or
Customers

Non Public Information (NPI) lost under the wrong set of

circumstances may result in:

= Fines up to $1,000,000 per occurrence

= Up to 10 Years Jail Time for Executives

= Removal of management

= Executives within an organization can be held accountable
for non-compliance both civilly and criminally

Be Sure To Check With Your Attorney On How This Law May Specifically Apply To You



Gramm, I .each, Bliley
Safeguard Rule

Any Organization Includes:

*Financial Institutions™ "Brokers

=Schools sCar Dealers
=Credit Card Firms = Accountants
*"[nsurance Companies "Financial Planners
=enders "Real Estate Agents

*The FTC categorizes an impressive list of businesses as
FI and these so-called “non-bank” businesses comprise a
huge array of firms that may be unaware they are subject

to GLB.

Be Sure To Check With Your Attorney On How This Law May Specifically Apply To You



Safeguard and Security Rules

Requires businesses to:

= Appoint an Information Security Officer
* Develop a written policy to protect NPI

* Hold mandatory trainings for employees who
have access to NPI

Be Sure To Check With Your Attorney On How This Law May Specifically Apply To You



Appointment of Security
Compliance Officer

August 1, 2006
[insert employee designee]
RE: Appointment of Security Compliance Officer
Dear [employee]:

As part of [Company’s] comprehensive information security program, we are
pleased to appoint you as Security Officer. As Security Officer you will be
responsible to design, implement and monitor a security program to protect the

security, confidentiality and integrity of personal information collected from and
about our employees, consumers and vendors.

As Security Officer you will help [Company] identify material internal and external
risks to the security of personal information; design and implement reasonable
safeguards to control the risks identified in the risk assessment; evaluate and adjust
the program in light of testing results; and continuous monitoring of the program and
procedures.

As Security Officer, [Company] will provide you access to training courses and
materials on a continuing basis.

Thank you for your commitment to [Company].
Sincerely,

[Company]

Chief Executive Officer




s

Sensitive and Non Public

Information POlicy (First of four pages)

SENSITIVE and NON PUBLIC INFORMATION POLICY

1. PURPOSE

The company adopts this policy to help protect employees, customers, contractors and the company from
damages related to loss or misuse of sensitive information. This policy will:

» Define sensitive information

» Describe the physical security of data when it is printed on paper

» Describe the electronic security of data when stored and distributed

2. SCOPE

This policy applies to employees, contractors, consultants, temporaries, and other workers at the company,
including all personnel affiliated with third parties.

3. POLICY

3.1. Definition of Sensitive Information
Sensitive information includes the following items whether stored in electronic or printed format:

3.1.1. Personal Information - Sensitive information consists of personal information including,
but not limited to:

3.1.1.1. Credit Card Information, including any of the following:
= Credit Card Number (in part or whole)
= Credit Card Expiration Date
= Cardholder Name
= Cardholder Address




ABA Journal
March 2006

Victims of ldentity Theft
Start Looking for Damages
From Companies That Held

Their Personal Financial

Information

IAS 0N
KRAUSE




- “Stolen Lives”, ABA Journal, March 2006



“. .. all business should look to that law for guidance on how to
protect consumer data. At a basic level, she says, that means
businesses need to have a plan in writing describing how
customer data is to be secured and an officer on staff
responsible for implementing that plan.

Many large businesses entrust such planning and execution to a
chief technical officer or chief privacy officer. Broder says she
understands that most small businesses cannot be expected to
hire a full-time privacy specialist, but she adds that all
businesses must be able to show they have a security plan in
place.

‘We’re not looking for a perfect system,” Broder says. ‘But
we need to see that you’ve taken reasonable steps to protect
your customers’ information.’”

- “Stolen Lives”, ABA Journal, March 2006



The Best Answer

Life Events (e
Monitoring
Lega&}z Plan Vou and Services
Legal Shield > your identity 'y

Restoration Services



The Best Answer

Pre-Paid Legal Services, Inc. is the only company
with a suite of services: Life Events Legal Plan, Legal

Shield and the Identity Theft Shield which provide

help in every phase of Identity Theft — before, during,
and after the crime occurs. The Affirmative Defense
Response System®M was developed to provide
businesses and their employees a way to minimize

their risk in regard to Identity Theft.



Why and How We Help You...

1. First Reasonable Step To Protect Customer’s
Information As Outlined By The FTC

To All Employees
[Company]

RE: MANDATORY EMPLOYEE MEETING
PRIVACY AND SECURITY COMPLIANCE PROGRAM AND IDENTITY THEFT
TRAINING
[insert date, time and location]

On [insert date], [company] will host a mandatory employee meeting and training session on identity theft
and privacy compliance. Additionally, as an employee, you will be provided an opportunity to purchase
an identity theft product.

As you know, [company] makes every effort to comply with all Federal Trade Commission guidelines to
protect personal employee, customer and vendor information. As part of our security program, we want to
train all employees on concrete steps to help reduce the risk of security breaches and identity theft.

This program is important to [company] and your attendance is mandatory. I look forward to seeing each
of you there on [date].

Sincerely,
[Company] CEO

* Subject To Terms And Conditions



Why and How We Help You... '\
2. May Reduce Company Losses

The plan has Full Restoration®, which means the majority
of the time 1n restoring an employee’s identity is covered
by the membership and not done on company time and/or
company expense. Also, use of our Life Events Legal
Plan provides help* that address related issues.

* Subject To Terms And Conditions



Why and How We Help You... N
3. Potential Early Warning System
If a number of your employees get notified of improper

usage of their 1dentities, this may act as an early warning
system to your company of a possible internal breach.



Why and How We Help You... &

4. BLR says this “Provides an Affirmative
Defense for the company.”

“One solution that provides an affirmative defense against
potential fines, fees, and lawsuits is to offer some sort of
identity theft protection as an employee benefit. An employer
can choose whether or not to pay for this benefit. The key
is to make the protection available, and have a mandatory
employee meeting on identity theft and the protection you
are making available, similar to what most employers do for
health insurance ... Greg Roderick, CEO of Frontier
Management, says that his employees "feel like the company's
valuing them more, and it's very personal."

Business and Legal Reports, January 19, 2006



Identity Theft Protection and Legal Services

As an employee of , located in , l acknowledge that a Pre-Paid Legal
Services, Inc., independent sales associate made available to me the Identity Theft Shield and a Pre-Paid Legal Services, Inc. membership.

= Identity Theft Shield:
o Initial credit report and guide on how to read the report
o Continuous credit monitoring
o Identity restoration in the event of a theft

=  Pre-Paid Legal Services Plan:
o Preventive legal services provided through a network of independent provider attorney law firms in each state and province
Phone Consultation with Attorneys/Review of Documents/Phone Calls and Letters for any legal matter and issues regarding
identity theft including concerns regarding my: 1) drivers license, 2) medical information, 3) social security number, 4)
character/criminal identity, and 5) my credit identity and information
A Will for me and my spouse
Motor vehicle moving violation representation
Trial defense
IRS audit
Legal Shield 24 hours a day, 7 days a week when arrested or detained
Discounted rate for other legal services

e}

O O OO0 OO0

I have seen and read the brochures listing the specific benefits, limitations and exclusions of these plans. The company made these benefits
available to me at my expense.

_ T'have decided to enroll in both plans.

____Thave decided to enroll in the legal plan only.

_ T'have decided to enroll in the Identity Theft Shield only.
_T'have decided not to enroll in either plan.

Name: Date:

Signature: Witness:




Why and How We Help You... '\
S. Mitigating Damages

To potentially protect yourself, you Use of Confidential
could have all employees sign this Information by Employeg
document...

* [t makes Employees aware of their
legal responsibilities to protect NPI

= |t serves as proof that handlers of
NPI have been through the

mandatory training required by law

Be Sure To Check With Your Attorney Before Using A Form Such As This



Use of Confidential Information by Employee of
ABC Corporation

L , as an employee of , do hereby

acknowledge that I am subject to and must comply with a number of State and Federal laws involving the
confidential handling of personal information regarding both customers/clients of ABC Company and
other employees. These laws may include but not be limited to FACTA, HIPPA, The Economic
Espionage Act, The Privacy Act, Gramm/Leach/Bliley, Identity Theft laws [where applicable], Trade

Secrets Protections, and Implied Contract Beach.

I acknowledge that I must maintain the confidentiality of all documents, credit cards, and personal
information of any type and that such information may only be used for their intended business purpose.
Any other use of said information is strictly prohibited and is cause for immediate dismissal.
Additionally, should any misuse of information be made by me I understand that [ am fully accountable

both civilly and criminally.

I further agree to follow the rules and regulations of ABC Company in regard to the handling of

confidential information so as to protect the privacy of all involved.

Employee Date

Witness



Employee Confidentiality
Document

= Acts as a Good Faith step in

attempting to comply with FACTA,
GLB, HIPAA, etc ...

ABA Journal, March 2006 — “Stolen Lives”

According to Betsy Broder of the FTC, “We will act against
businesses that fail to protect their data ... She understands that
most small businesses cannot be expected to hire a full time privacy
specialists but adds that all businesses must be able to show they
have a security plan in place. “We’re not looking for a perfect
system .. But we need to see that you’ve taken reasonable steps to
protect your customers’ information”.

Be Sure To Check With Your Attorney Before Using A Form Such As This



Employers Offer Help Fighting ID Theft

Wall Street Journal, May 24, 2006

“As Identity Theft continues to claim millions of victims, a growing number of employers are
offering to help affected workers pick up the pieces.

Companies including drugstore chain Rite Aid Corp., publisher Reed Elsevier PLC, and Quest
Communications International Inc. have recently been signing up for identity-theft resolution
services to offer their employees as a workplace benefit. The companies say the service can
reduce the time employees spend during work hours filing reports and talking with creditors
to resolve the problems created by identity theft. Providers of the services say they help victims
clear their name, restore their credit and prevent future problems.

A recent survey of human-resources managers conducted by Aon Consulting, a unit of Aon Corp.,
found that 2% of employers currently offer identity-theft services as a workplace benefit, and a
further 4.6% said they expected to offer it in the near future. Security and insurance experts say the
interest also stems from concern among employers that they might face liability for personal
data they have put at risk. By offering employees recovery assistance, companies hope to head
off possible lawsuits, these experts say.

The heightened attention comes as disclosures of personal-date security breaches, which can lead to
the crime of identity theft have soared. This week, the Department of Veterans Affairs said personal
data - - including Social Security numbers - - on 26.5 million veterans and some of their spouses
were stolen this month, although there i1sn’t any evidence they have yet become victims of financial
fraud. The lapse brings to more than 80 million the number of identities since early 2005 that have
been put at risk through such data breaches, according to Privacy Rights Clearinghouse, a non-profit
advocacy group.”



Identity Theft: Th xt Corporat
Liability Wave Corporate Counsel, March 30, 2005

“Your phone rings. It’s Special Agent Bert Ranta. The FBI is investigating a crime ring
involved in widespread identity theft. It has led to millions of dollars of credit card and loan
losses for lenders, and havoc in the lives of the 10,000 victims. By identifying links between the
victims, the FBI has discovered where the personal data appear to have come from: your
company. The victims are some of your customers.

Y our mind begins to whirr. Are there other customers affected who haven’t been identified yet? Is it
a hacker or an inside job? Is your company also a victim here, or could it be on the wrong end of
a class action lawsuit?

You recall reading that each identity theft victim will on average spend $1,495, excluding
attorney’s fees, and 600 hours of their time to straighten out the mess, typically over the
course of a couple of years. For out-of-pocket costs alone that is, say, $2,000 per victim.
Multiplying that by 10,000 customer victims equals $20 million. Adding as little as $15 per
hour for the victims’ time and you get $11,000 per case or a total of $110 million in total even
before fines and punitive damages are considered. And that’s on top of the potential impact on
your company’s future sales.

The nation’s fastest growing crime, identity theft, is combining with greater corporate accumulation
of personal data, increasingly vocal consumer anger and new state and federal laws to create
significant new legal, financial and reputation risks for many companies.”



Health System Faces Class Action &
Lawsuit After Records Theft

1Healthbeat.org, February 1, 2006

“A former patient of Providence Health System on Monday filed a class action suit against
Providence on behalf of the 365,000 people whose records were stolen from an employee's
car, the Oregonian reports. The theft has ‘triggered state and federal inquiries and revived efforts
to enforce stronger privacy protections,” according to the Oregonian.

The lawsuit, which is the first to be filed in connection with the theft, seeks an immediate court
order requiring the not-for-profit Providence to arrange and finance ongoing credit
monitoring for individuals whose records were stolen and to pay for any damaged credit
ratings.

Providence on Jan. 25 began notifying patients of the Dec. 31 theft. Providence's home services
division designated certain employees to take home the unencrypted computer files each day as an
emergency backup, according to Rick Cagen, chief executive of Providence's Oregon operations.
Providence now uses encryption to protect backup files and sends them to a secure off-site facility.

Providence said it would help anyone whose credit 1s harmed by the theft, and Cagen said the
organization would decide what kind of help to provide on a case-by-base basis, the Oregonian
reports.

‘I don't think that's enough,’ said David Sugerman, an attorney representing the former patient who
filed the suit. He said he has received reports from two people whose records were stolen, who say
that they have had their identities stolen. Sugerman said Providence has an obligation to set up and
finance efforts to prevent identity theft instead of leaving it up to individuals, the Oregonian
reports (Rojas-Burke, Oregonian, 2/1).”



cHmis case

WHO WILL CLASS-ACTION LAWYERS GO AFTER NEXT?

i which high-risk industry
is your company engaged?
Muclear power? Tobacro?
How about soft drinks o
home loans? Corparate
artorneys say cola makers and
rortiige lenders could hoth
e popular targers of che
plaingiffs’ bar in the years
ahuae

True, your odds of being
hie with a ¢l ciom lawsuic
fell a bit last year; chers were
cnly 2.4 such Hlings e crery
LK) publicly traded LS,
companics, down from 2.8 in
20404, Bt plaineiffs actomeys
hirve: hardly gone on holiday,
and they've shown a nimble
ability o home inon fresh
prey when eraditional targees
begin o yield fewer pickings
According to Stanford Law
School's Securicies Class
Action Clearinghouse, filings
s lovet comm e it twro
of the mst-sued industries
of 2004, mchnology and
communications, were down
320 lust year, But filings
AEUINSE COMSUMET Companies
increased, rising 1% for
noncyclicals, such ws food and
bevernge ourfics, and 385 for
eyclicals, such ws auromakers,

airlines, and lewsure businesses,

Which companies arc
likely ro find themselves in
the hor sear in the years
ahead? Artorneys specolare
thar they will include:

FAST-FOOD AND SOFT-DRINK
MANUFACTURERS. Thircy
et afeee they taok on the
tobacce industry, plaingiffs’
AEEIEnEYS are geroing in on

companies whose products
mighr be linked w obesicy,
Mever mind chat most suits
of this kind have thus fir gone
nowhere; the threc-decades-
long barele against robacco,
which produced a 3246 billion
sertlement in 1998, shows
char the planiffs' bar has
plenty of pacience. The
Cenrer for Science in the
Public Incerese has already
amrounced chat ic will sue
fond manuficurer Kellogg
Ca, and Viacom Ine., owner of
CBS, MTV, and Nickelodeon,
o stop them from markering
fioods high in sujgor, satursceed
Far, trans far, orsalt o
children. The center also has
plans to sue Coca-Caola,
PepsiCo, and other companies
o per soft drinks ot of
public schoals, Meanwhile,
MoDonald’s is seill wrestling

with a cluss-acrion lawsuic
filedl in 2002 —inicialiy
dismissed bur reinstared lase
year—on behalf of rwo New
York Ciry weenagers who claim
thar irs Big Macs and Huppy
Meals mudde them McFar

MAKERS OF
FHARMACEUTICALS AND
MEDICAL DEVICES, AND
HEALTH-CARE PROVIDERS.
Compunies thar push che
boundaries of science inun
effort to change the way the
b body performs have
always been engagred in risky
business, And che aging of the
huby hoomers—rhe 76 millien
penple born between | 546
and |96 4—presen s o whole
new wave of cuscomers for
them o mrgee, “Plaingifs’
lawyers go where the food
says the general counsel ul’a

NASDAQ-listed company in
an unrelared industry, who
asks ro be anonymous, "1F
chere’s any sort of junk science
out there chat suggess o
miedical device or drug s in
any way linked ro hiccups, ity
geing o trigger J cliss-acrion
lavesuie,” Michael | Mueller, u
il leadler of
the ¢lass-action eam ar Akin
Gump Strauss Haver & Feld
n Wishingron, LG, suggests
chat as employers push
employees intm so-called
comsumerdriven health-care
plans, in which the employes
pay for more services direcely,
healeh-care providers conld be
hir with clas-action suits over
billing practices if patienes
comelude chat chey have been
mproperly charged, The

buby boomers” aging, warns
Mugller, might akso prompe

CORPOAATE BEASD MEUBCAIERE

Lgsus

Lawscas

e Bwsuicy in wreas such as
nursing-home abusy,
retiremnent-fund fraud, and
disabilicy discriminacion

FINAMEIAL INSTITUTIENS.
With meerest rees rising,
soane atcorneys warn thae
morrgage lenders and cre
ard companies may find
themselves under artack from
wariable-rure borrowers who
are-sddenly unrble e mest
their monthly payments, The
likely argument from che
plaineifi: € etk

litigution. BY's Wholesale
Club is being sued, for
example, by an organiztion of
credic unions called CUNA
Mutual over allegations

ehat BJ's fied to provece

the o

doing anything thar suggesrs

acover-up. Akin Gump's

Michael Mueller advises

directors of any company

operating in a high-risk

in:lum—p wo culeivane a culure
li and insisc

of ies customens. The remiler
entered ine a seedement
with the Federal Trade
Commission lust year in che
marcen, agreeing as pare of
the deal w0 beefup irs daca-
security processes, Alchough
these cases don't appear o

allowed chem o boreow muore
than they conld afford m
repay, charged illegal foes, o
otherwise mismanaged their
acceunts, There's precedent for
such actions, Barly this year
Ameriguest Morrzage Co.,
which speculizes in making
o loans ro borrowers with
poor credit, agreed o1 §325
million setthement of a suic
alleging that it had defranded
and mished cusromers,

CONSUMER-PRODUCTS
COMPANIES AND
GOVERNMENT-REGULATED
COMPANIES. Artormeys si
directors should pay spec
arrention o lingation threars
ar companies where produces
are lid fior safiery reasons
and ar governmen t-regulaced
outfies char become the
subject of investigacions,
hexrings, or fAndings by
governmental bodies,

COMPANIES WITH ACCESS TO
SENSITIVE DATA ABOUT
CUSTOMERS AND EMPLOYEES.
e, this applies to juse thout
everybody, but with conceem:
abour identity theft zooming,
any company that accidencally
discloses ditn protected by
privacy lows runs a risk of

CORFOAMTE DOARD MEMEER/4FECIAL 15EUE:

have prompeed any lic
yet, severnl g companies
suffered high-profile losses
of sensicive dur last year,
including Citigroup Inc.'s
CitiFinancial unic, Bank of
America, and Time Warner
The: twe financial mstirutions
reported thar compurer

tapes contaning sensitive
information abour cuscomers,
such as cheir Social Security
numbers, were lost while
being moved to offsite
Incations by delivery
companics, Similar Time
Warmer compurer mpes wene
missing during transport woa
Backup facility by 2 records-
managerment company, All
thoee orporitions said chers
had been no repores chat che
compromised information hid

f you're on vh(' hoard of

a company thar finds ieself
ider the g in say of thess
areas, Sheila L Birbaum
has some advice, Bienbanm
is the parter who heads the
complex mass-tart and
imsurance group at the New
York Ciey hesdquareers of
Skaddim Arps Shite Meagher
& Flom, She says che board
must be apen abour any
missteps the company might
have made and muse avoid

LamYEES s Gunr

Im I\irJl connsel ver all
advertising, product hbeling,
produce lireraare, and ocher
public seacements thar might
be redicd upon by people using
the product, He slso siys sich
cormpanies should selece their
business pareners curefully,
"Vendors and suppliers
should b ke co inlemmify
munufacturers,” he siys,

uchvise management o assign
in=house or ourside counsel

o monimoe the Incernet
periodically for warning signs
uf class-action litigation,
Good places e look include
websines operared by plaineifi’
Taw firrms and various
Clearinghauses for class
wetions, Among the lacter are
Stanford's Securives Class
Acrion Clearinghuwse

(wrww securities stanfird edu)
und Lawyers and Sertlements
fwww lawyerandserements
«com), u site run by Online
Legal Markerting Led, char
1|~sn new favesaics and

“while down m sellers
should inguire from upstream
suppliers us o their

s and solicies
]1|amrlﬂ’< Companies should
also maonitor

qualiny-assurance DIRECTORS OF financial chat
progrims and rums ane
remedies for A CRMEANT. product-review
defective produces.” 1N A HIGH-RISK sites; pluineiffs
Bre il INDUSTRY SHOULD "7*7*
company isa'con sumerimes use
this list of potencial  INSIST THAT them to build
class-action mrges, | FGAL COUNSEL  oses and locare
legal experts clienes and
recommend char NEY ALL Witnesses,
Boards cal ADVERTISING, In today’s
messures o head PRODUCT litigious climare,
off rrouble and no board or
anticipate prublems, LABELING, company is
Direcors should AND PRODUCT immune m che
ke sure cheir threar o
COmpanies piy LITERATURE. lawsuiir. There's
Acention no resson o be
hot-burron hlindsided
Accounting by Randy Myers
e such s
channel stuffing,
and classificarion
af expenses, They
should be alert to any
spike in negative medi

woverage relared oo their
company or indusery, and m
complaines made m government
regulacors. And chey should




Disclaimer

1. The laws discussed 1n this presentation are, like
most laws, constantly amended and interpreted
through legal and social challenges. You are
encouraged to review the laws and draw your own
conclusions through independent research.

2. The instructor 1s not an attorney, and the
information provided is not to be taken as legal
advice.

Be Sure To Check With Your Attorney On How This Law May Specifically Apply To You



O

Get a firm understanding of the Important
Legislation we talked about today.

A great site with a tremendous amount of
information 1s the FTC PUBS index:
http://www.ftc.gov/bcp/conline/pubs/

FACTA.: _
www.ftc.gov/0s/2004/11/041118disposalfrn.pdf

HIPAA: www.hipaa.org

Gramm-Leach-Bliley Act:
www.ftc.gov/0s/2002/05/671r36585.pdf

Two great resources for white papers:
WWW.omnirim.com
www.recall.com

Be Sure To Check With Your Attorney On How This Law May Specifically Apply To You



Take the first reasonable step as outlined by the
FTC and schedule mandatory meetings regarding
1dentity theft for your employees

Based on provisions in HIPAA and Gramm-Leach-Bliley, |
appoint an Information Security Officer.

Make sure “Good Faith” measures are in process.
Confirm in writing, keep and put in employee file for
your protection.

Review Employee Confidentiality Form and everything
else you have questions on with your counsel.

You may want to review the recent publication from the
Better Business Bureau:
www.bbb.org/securityandprivacy/download.asp

When would you like us to begin working with your staff
and/or employees?

Be Sure To Check With Your Attorney On How This Law May Specifically Apply To You



